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(57) mm] 

[MM] IEEE8 0 2. 1 liCillfcMSLAN^ 
*V>r (AP) fC^ifcCDflDA^Jl (STA) ^Sil 

&&5^»CDSTA 1 3EP6AP2KSRfLrB5i®**jll 
miT£ (S 1) „ AP 2ttHHE-F-^ (RAD I US) 

TFUX^jUmT^ (S8) „ BEUw«3B, MAC 
T FU^HSMSIItf Lfc (S9) f*, ^^U>^-r+X 
h£AP 2fc3£riT£ (S 1 0) 0 AP2B, IEEE 
8 0 2. 1 1 tS^etl/cWE PT^^y XA0®»C 
STA 1 £Bf#ffcBH*fT&5 (S 2) - (S 

6) 0 



STA 

1 



(RADIUS Client) 
2 



(RADIUS Server) 
3 
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MAC "7 KU* 

"*~(6T3>" 



1 

( S T A ) BSMUJ;5£^£T^X*V>F 
(AP) fc»LTBIEB#U 
MBA P BBfEIJw^C^t LTfuiBBlElf w^cjt^T 
&y°U F ^MC^mLXmSS^h, 
tiflaBfElfw^ttlirESTACDMACT F UXtcS^ 
BSE L , 

tsna a p Btwa sta ip^oBf mtr^ ^ y x Atca 10 
x <r a tc *s vf & mm^rn. 

m#m 2 j mtmmm$&^m^%y it 

I BiSfE-y- - r«r» 6 <D Jg^tc J: «3 fy!B APOMAC7FU 

x © ^ - rfn * mm r 6 c <t * #1* t -r s it i mm 

<D$m LAN^fAK*jt« BfEfr ffi. 
[|f ^Ji 3 ] |JIBBiEtF^K|MF#S|&£ LfciS^ 

MIBAP^fCTMIBMACT F UXOBHE^rfffr 
5 C ±%W$k±T&m$m 1 fEtS©«SL ANi/XfA 

tctowsatiE^rffio 20 
c t <t -r & t»3isa 1 mmcomm l a n vx ^ a tc 

totf SBEEffio 

[■»*B5] mTlBftiiSi(DR!K^nfcii^tc, 
r/^X^ABSEfrSWcJ: *3MACT F UXBiW & c 
i^^mi-r^ff*II4fBtg(D^LAN^X^AfC*5 
tfSBffi&S. 

[ IS^Jl 6 ] milB BIE^S;cd*§^ 

©fi«Flffl©JWRR*RW, WIBWIRSftytieiHIrtKaHEjSI 
If mm 5 IB « <D fttt LANi/Xr 

ACC*sW4BK^Tffio 

[|»*ffl7 ] ftS»LAN^X^Atc*jWSBBESaK5C 

ifi*^ (STA) i^fSCDBf^bT^^yXAtca^g- 
BK-rSi*KBKl^-^iSK*L, BflBcHBtoSff ^ 
* MIBBfiElf - / * tc £ ^ n F ^ ;t/ t c £ r 2 
•feX*V>F (AP) 

wmm^ s nfcBKB**sw r tuta s t a com a c t 40 
* w» t r s MB l a n x 5" a *? » s wumw. 

[$mm 8 ] fffflBA P iWEHff#ftBK3S«jE«tcS 
TL/cfg, (WBBiE^-^*>e»©}g^tcJ: OtfiaAPOO 
MA CT F ^0^-^Jl/*BK , rS*a*Wr*C: i 
-T Sff 5fQl 7 !B«<D«£ L A N ^>X ^ A &c*j » 
&BHE«g 0 

[lf^ci(9] mTlBAPB, WIBBiE^— ^^**iSP*Lfc 
a^CC, ^ttrSWBMACTFUXOBH*tf5C4t 
«F« 4 T^lf^fcXI 7 gBi&CDfttfB LAN e>X ir Afctett S 50 
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BIEKg 0 

mmm 1 0 ] uiB^fscDHf mtrfrdt y xab, i 

EE E 8 0 2. 1 1 tdB^SftfcWE PT^^y XAr 
ftSCi*^i^4llt*a7IE»©ft6liLAN^^ 
AtCistt&BffiSBo 

mm i n MtBBf^fcr^^yxAB, ttMPg 

<DMM L A N X a f Cte £ BiESgc 
[»3fcfl 1 2 ] f5rlB^a^OR9EB^Wn/c*^tc, * 
- :/ > X ^ A mmj^^c J:0MACTFUX BfE*T ^> 
Ci*«F*4-i"S»*3Bl llBttCDMSL AN^XfA 
ECis^&Bfl^a. 

[If^tXi 1 3 ] fvfB^-^^eyX^ABIiE^ScDi*^ 

Sl^lB©(WIR*i*tf, IJIEWIRSn&iemrtKilSESS 
1-5Ci^#t<!;-rSfi*Il 2IBj(8©*9BLAN^ 
?ACc*ytf SBiEig«o 

[ 0 0 0 l] 

[»fWOMrSB8ilS^»] *^E«lLAN^^rA 
©BiE&ffitCtelir, I E E E 8 0 2 . II (*B 
*m*-?-S^m^raSL/cHl^a«) tc«L/cte 
SgLANi/Xf A ©BIE*ffi 4 ISIiE^^tc n "S" S . 

[0002] 

[^*CDS»J] IEEE 8 0 2. I HCiffiWcfcSL 
^r*4ja«»B(2. 4GHz^5GHz) ^ftffi 

r*4t:i^, ^MEracD-fe+^y^-fSg^mscc 

[0003] IEEE802. I l <DM 8 *BSE 4 Bf# 
(8, AUTHENT I C AT I ON AND PRI 

VACY) tcB, t-7'>^r A^rflgi^cBSE^S 
(OPEN SYSTEM AUTHENT I CAT I 

ON) iWEP (W I REDEQU I VALENT P 

r i vacy) r^-a 'yxAiffli^a csas) sib 

EM (SHARED KEY AUTHENTICA 
TION) i*SJBS3tiTto0, BiE^Sli LT^-^° 
> X ^ A BIE^e 4 ftiiaBIE^; CD 2 afflCD £" ft 6 

[0 0 0 4] H5tt, IEEE 8 0 2, l HcSSSft 
tcMM LAN^rA ©Hf m fcBBtc N to ^> SP^O ^ a 

[ 0 0 0 5 ] *g|CC*5l^T, S T ACS TAT I ON) l 

mmzmr x - f p c*©^- ^in^r **. 

[0006] AP (T^-feXdW > F ; ACCESS 
POINT) 2tt MIT ^^X4WiaffliCD-Y>^- 



3 

[0 0 0 7] ffi^^4^ AP24SNMPtS 

[0008] STAUAP2 ffflOffittB&StElfflS i 
AP2 iffi^if-^4MOSiK«^-1f- 

f diss) v<Dmmm.m*mi>^tixi>^ 0 
[ooo9] mmc, ^asi^iE^jco^riM^ffl^ 

[0010]H6B, IEEE 8 0 2. 1 ira£$n 
fcW E P T Jl/rf y X A tflai^ftiBS#ftBK*JIB*^ L fc 
i/— -5r>>^H"C*Sc *HCC^ol^r, WEPT^nyX 10 
ACCiSBf^tHBEtiOS I (OPEN SYSTEM 
INTERCONNECTION) <Dgg 2 JB<D:r- £ 
y>^»OBWr*4MAC (iftT^^MilME 
DIA ACCESS CONTROL) tCfcl^Ttffc 

[0011] MACB, ^©SSB^^CO^-* 

eilSS±^is o srjupQ: £ £g| i jicd^IIJI ( P H 
Y; PHYSICAL LAYER) <b— »f tLTfffr 20 

[00 1 2] afc-SSTAl *6AP2 5C*f LTBffiS* 
3»*B»<i#Kra£fi3tiS (SI). C(Dit, PDU 

^tt:^ h^M§fltt^ 0 Sfc s MAC^lx-AI^J 
&CBV-XT Fl/XiltSTA lOMACTFl/Xii 

[0013] ffiSES**SWfcA P2*6STA1 tc*f 

ot?ti/>y^ hassaustis (s 2 ) „ u 

>yf*^f*S»fcSTAlB, WEPTi^yXA 30 
tca-^Cira^CDfta«i I V (^^^-fef-Y^s 
y INITIALIZATION VEC 

tor) ^cx^mmt^h (s 3 ) 0 

[0 0 14]^tC, STA1B, Bf^Ji I V^AP2 

ccStfursMrra (S4) „ ap2b, a«uft:Bff#s: 

i I V<tg^CDftM«5Cj:DHt-^S:*ffi#>ffcL^ S2t 

iUft uft^i* u>yfw his 4ri#6n/c^^ u> 
^rt^ h i^Mir-t/^-a4fl£T^ (s 
5) 0 

[ 0 0 1 5 ] AP 2 B, S 4<0«©B*3&s— StOT^fc 40 

It SUCCESSFUL CODE^STAl tCjSff 
T<£ (SB). BiKTa»It*tf fc A P 1 BS T A 2 
i7V^>3> (ASSOCIATION) OttfF 
fc^ffrS (S 7) o 

[0016] — 2f % t-^^J/Xf'ABiEeatt, S T 
A1*>6AP2 &CfME^R£^tHT§ i , «©<DSgB* 
JB*KFfc-rcc, A P 2 6 S T A 1 5C*f L THHEft*** 

[0017] 50 
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[»l83WW*L/J:5iTSiHI3 fiLbBMBOfcl EEE 
8 0 2. 1 1 ©ISctl 1/cilL A N ^>Xf AiC to 

[0 0 1 8 ] miCC, f^l/cMLAN^fAta 
AP 2^MACT F l/X41iltC^ 0 — JI2 

&CAP 2 E*^7^^<!:Wl7^-t2^i0^>^-7 

*-;*11tE£y >f>#;*#£UTt>£ft:ft, mactf 

UXfiHEtMBOfc&tD^- F^xT^V? F^TfCB 
MR***. »6C, a«ffll4 6h*AP2^tt, ^»<D 
STA1 (W*.ti, 1 0 ,0 0 0 T^W_tCDSTA 1 ) CD 

SOSTA 1 ^LtMACT f uxfiHE* , rs£:£#s 

[0 0 1 9] H2tC, SiattMiKLAN^X^AOS* 
^fC«gff^^$fjfp-r^/c^(D-7T-A^^T^ I 

£ D C©± 56j||KL AN^f AK I E E E 8 0 2 , 

* l > ftft$^tt£«ft S *S*Si2« iftotl^ 0 
[0 0 2 0 ] *3<DiRHB* ^-^Vv'X^AlSSE^ 
rBfiHW2HS*5S7 U 77^-> a >f&CDiiff JS8RB 

[0 0 2 1 ] «JJB?8LytJ:5K*»?BOBfl9tt, en 
6 © N jB * ft?* L* /cil LAN^^r A ©BSEfr ffife <fc 
CfBHSE«*SM|-r 4 C £ K & S o 

[0022] 

[SS£fl?&T£/cftcD3Mg] #»WBJ^0;fcW«* 
ft$&T£ fcft, &£j^ LAN 7^ ACCteW 4B»E**feCC 
tel^T, (STA) 5WILJ;5i«7^-f2^ 

*V>F (AP) CC*tLTBfES#U SWBAPBBH 

u t iifiES* u , bihbbe-? - > * bw f b sta©m 

ACT FUXfcK-^*SffiL, ftrlBAPtC^^ 
WF^Itfll, f(j!B A P Big IB STAi Bf S©Bf t 

[0 0 2 3 ] falBBf^tiSSE^iE^JC^TL/c 

M , itWBfgfiE^ cDjg^ f c <± o twa a p cd m a c 

[0 0 2 4 ] 2 MIBfSliE^-^fcl^W^iL/c 
W^tC* ffffBA P^SSCCTtJIBMACT F lxXCDlSfiE?: 

[0 0 2 5 ] frto\ |}8SBi#ftr^=f yXAB, ^feS 
[0026] 



(4) 

5 

[0027] (mi vmmmm) ^mn^mmmm 

[ 0 0 2 8 ] ^HtC&l^T, STACSTAT I ON) 1 
«, ^©imWr&D, F PCfOf 

-^e^ioif- i o scjf a s nr«im^cD 

3*Sfi^fti»i ^$©f W»*fr 5^-F9x7^5t- io 

[ 0 0 2 9 ] AP ( ACCE S S POI NT) 2«, 

A-F^xT^^T-A^xTWS^tl^. * 
fc, I E E E 8 0 2 . 1 1 ©fgflt/a F 3 Jl^tB^ S T 
A 1 t(DWM7'n F ^Jl^WMV--^<DmMy'n 

[0 0 3 0 ] MtsEV~ — ^3<it, ISfiESt^Wr4+>'-^ 20 
n$> 0 , ffifflDjtg^c S TA 1 ©MAC T F U^Ei*MtC 

)\>r v-jmrw?,. mm.. m^<Dwm*&~?2>RA 

tt&t*. ifc. AP 2 i^KOTMACT F I/^^E4 
[0 03 1 ] ifc, ffig=-tf--/-f4tt. AP24SNMP 

[0032] arte, *Htfe©m^r»tifi^-^-3 i{« 

^_7N*4 ££&5£Ufc«J&T'^l'TI,>&# i > |U— ©if 30 
[0033] CCt?, STA1 iAP2iOlittil 

erbs-c, ap2, S^t-;Ui©g 
MS*^— h^-^-i^©W^Era6r'tft>nrL^ 

-So 

[0 0 3 4 ] H2tt, ##PJJ<Dft$gL ANV^rA^a 
> F n-il/7°iy->cDgy- F&ctetfS^n hn;^ £ 

[0 0 3 5 ] #HSC*5lvt\ I EEE 8 0 2. 1 It 
tt, !fiJR. !MiE^MACiiJJlCDcpC0x>7 u ^ 7^ i LT 40 
BtOStoftS. IM5t1t IE EE 8 0 2. 1 1 

M^m 5 OBB¥MS»4iBiEt-^ 3 *^i8B» 
3R36<BaS-rS. BRlJw«3tt, RADIUS^Oha 

[0 0 3 6 ]H3B, *56W©*8SKLAN^^"?A<D* 
#W&BiE*ffiCD^— 5r>^HrftS 0 *Htt, I E E 
E8 0 2. 1 1 tS£$n/cWE P^^^-XA^TpJ^L 

tc&mmzm^tc^immtttcmz-x, mactf 
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[0 0 3 7 ] ifrK^friOT, STAlfc±ffAP2© 
WBSEtt^ftSnrisi), ffifflWtBftSTA lOMAC 

[ 0 0 3 8 ] El 1 rSttMOfcJ: 5 *SS9Jt0flSlBL A 
N^XrAtlt STA 1 Ktt«S«8LAN*-K2 0* 
ffll>Tt>Sfc#>, ft- F*«*I&h.fc^ 3&H^StJ;0 

&c SD^T MAC7FU^5CJ:8 BBE* ffl*^to'ttr 

[0 0 3 9 ] STAl*tfit*#-3fci*, AP2fC*f 
UTl&fE^*£jHffiT& (S 1 ) . CCDi^, PDU7 

? U-AfttCttV-^T Fl/^iLtSTAl ©MAC 
T F ^ii$Sftt^5c 

[0 0 4 0 ] S^*S»fcAP 2 BT^Ofcittfif© 

ItSTA l^SSSrt*, CtT*ttAP2#>6BIE'9w'* 
3SC>tfLT, MAC7FU^SBiE©IDiUT, S1E 
1^<3^BiBB3RTS (S8) . 
[0 0 4 1 ] C Ct\ Bffit^-^3BRAD I U S^- 
Ur, I ETFcDRFC 2 1 3 8T5£*3ft£RA 
DIUS (REMOTE A U T H E N T I C A T I O 
NDIAL IN USER SERVICE) ~7°P F 

[0 0 4 2 ] *fc, MAC T F U*B\ BSEffl^ti F 3 
;KRADIUS7'n Fnji/) ±rttJL-lf-«^=i- 
■J>^r^>H>ID (CALL I NG-STAT I 

on- i d) fiitSiShri^ a 

[0 04 3 ] BfE (RAD I US) tfw*3B:, A P 2 
frfcSWfcMACTFU^SBH-rS (S9). 

[0 044] ^CCC, MACTFU*#BBE3ft;te»^K: 
I ETFCDRFC 1 9 9 4tSi^^CHAP7" 
nFnjl/(PPP CHALLENGE HANDSH 
AKE AUTHENTICATION PROTOC 

ol) tmw^mscm^x ? * f#ja 

P2tc#f ur^ifiSftS (s l o) „ cct\ pppi 

B\ Point-to-Point PROTOCOL 

[0 04 5 ] &*J, CHAP^P F^;FT^B— 77f^ J tt© 
A^^^^ilt^^-fe^^^^yxXFS (MES 
SAGE DIGEST 2 ; M D 5 ) asS&fcJvf C> 

[0 0 4 6 ] BIEIf— ^3 3fc£?*U>5^*;* F£§ 
iLfcAP2B**OWEP^*-XAKR^tSTA 

i fcjpfra^* f^stai ^iSfrrs 

(S 2) „ 
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[0 0 4 7 ] C<Z)^i-U>>^*X Hi, m<D^ 

3^6<Z)^l/>^ + X F£^fflUTfeS^ 0 
[0 0 4 8 ] STAl«AP2<£^fffL/^tl/>^ 
^+xHc>tfU WEP^#-XAKJ:9a^J8I« 
i-fjc^^^-f *tf-f 5^3>-<^* ( I N I T I AL I Z 
AT ION VECTOR; IV) 5C J: 0 Bf-^ft*ff 5 
(S3) B 

[0 0 4 9 ] CCDBf-^jfci ^t7-f-B-f5/3>^f 

STAl3d^AP2^Sfl§nS (S4) 0 10 
[0 0 5 0 ] AP2&S, Sit LfcHi^ti^^*^ 

3&sti6*Lfcfecr>4T4 (S5) □ 

[ 0 0 5 1 ] AP 2 BBU"-'*3 5CCHAP&CJ: 0 
^^^^^T^tCHAPUX^>^^g-f (S 1 

1 ) . 

[0 0 5 2 ] ^fe CHAP4^^^Pf3;l/it^ 
»£>B\ CHAPU^sP>J^fflS©iISCCS>LTiglFr 
£ Q 20 

[0 0 5 3 ] BfE^-^3Ti£CHAPfCj;DIE^&U 
X *° > X *SWBSt ^ ft: C <b #s##> S i , 0DBffi#55E 
7U/ciUr, AP2 5C^UTlSiE^T<Da*tJ ; &TS 

(S 1 2) . 

[0 0 5 4 ] BH5£TiIfcn*3»fcA P 2 tt S T A 1 tc 

at l r bibst *a*o l , stau mwtffiWf) i>tcc 

££B*nT£ (S 6 ) . 

[0 0 5 5 ] *fc, BKUw*3B, AP2tCfSff3n 
tl^iW^MACT FUX^-^iJEHr-rSJ: 
5JBm*ffSc5 (S 1 3) . ccDfeJH, WteteBtESfi 30 
fcMACTFUX3W|«^J8Ke«3ft*Ci{Cft?) 4 A 
P 2 (DMA C T FU^^^-^Jl/OttW&BBfftnltB 

[0 0 5 6 ] STA 1 i AP 2 £B\ TVS^x 

-^3>(D»fP^4 (S7) o 
[0 0 5 7 ] (K2(D^i|iD^I) *«K©»2 (D9tM 

,w f^V7 FI£<D|»#WfB£U AP2#>6<E>BfElf- 
-^SKSH-rSBaEB* <S8) 

^K, A P Z*frTMAC7 F U^K *tr5 7 40 

[0 0 5 8 ] CWt 03(D^^>^(D ( S 1 3 ) r 
P^WciMCAP2(DMACr FU^f- ^BJftW 
tCJSifSftTl*Sfca&, HiB|iS*3&SAP2CDMACT F 

u^^-^tcap^si^sn, ap 2 tt»#iSi&4r<D 

MA CT F U^tWR**D^rC^fcai)AP 2#{*£>MA 
[0 0 5 9 ] (SF30mi0^flt) *^©S3 CDH» 50 
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[0 0 6 0 ] EI3(D^>^(D (S 3) tCfcl^T, S 
TA 10@^CD*a»*ffl^r^Hi^tT^SJ:5fC 

[oo6i] (ig4o»fecDjf^j) arao&^swao* 

3(DH«l©J|5«rtt, WE PfflftiWiCCfllffiaiJPRtKtf 
Sdi^iEftflBSofiffllttiati*., IE»<Dtt 
ffl###ffiffiWRRrtOc S T A 1 Lttfrofci*^ 

[0062] #mn<DW4<Dmi&<DBmzz(D<}: 

[ 0 0 6 3 ] H4B, *aS9JO*4O30fc©?g*OBB 

[0 0 6 4 ] *mtc*5l^T, S T A 1 #» 6 <Dft«IIBIE 
#j^£ttoft:»^ STA 1 BAP2&C^l/CHK* 
-^>^^^AKiE^S:5Cj:0KiES^trS (S 1 
4) o 

[0 0 6 5 ] 5*StifcAP2tt, t-^>^fAB 
■EearT?ftSCi*»lO, AP 1 ^6BIE^^3CC*t 
It, MACT FU**Bffi<D I DiLTBfiEgjjtr* 

(515) . 

[0 0 6 6 ] CCt\ BffitJw«3H\ WAfcC, RAD 
I USfw^iLt I ETF0RFC2 1 3 8tfi$ 

ti^RA D I US7'o F^Jl/tcar?Ci"C»f^-rS 0 
[0 0 6 7 ] *fc, MAC T F U*tt, BKffl^a F a 

;b (RAD I US) _hr«^f^^-»;>^r 

^>3>ID (CALL I NG-STAT I ON— I 

D) fiit£i^nti^ 0 

[0 0 6 8 ] ESSE (RAD I US) t^3B, 

MA C T FU**SKLft:flt I E T F CDR F C 1 9 9 
4tfi$WCHAP7 t n F =ul/iH«tt^lBec*^ 

i^r^ f#sap 2 scSFturasft 3ns 

(516) . 

[0 0 6 9 ] CCX\ CHAP^P F ^fSl14 

[0 0 7 0 ] BIEUw*3#>&^ + + ^ F£S 

ft l/cAP2 ttBIEUw? 3 ICM L C H A P &c i D ^ * 
^a*tf^TCHAP U^#>^*il"r (S 1 7 ) o 

[0 0 7 1 ]£cfc\ CHAPS^S-^Ohn/l'iti 
W^-tt, CHAPU^^^^tB^OjgStC^TjgS-i" 

[ 0 0 7 2 ] BKlJw*3 6i, CHAPtCj:?)iE^j:U 
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Tl/ciUt, AP2K*fLTBHroT©aftI* , ra 
(S 1 8) . 

[0 0 7 3 ] BIBrnifcI*S»fcAP2ttSTA 1 tC 
*f L T BiE5£7 fflftl L , STAU BiE^fiSE^ UfcCi 

£i!frnr£ (s l 9 ) ■ 

[0 0 7 4 ] STAliAP2iB7V^ 
is a ( S 2 0 ) 0 

[0 0 7 5 ] fete, AP2iBB^-^3IBrBWcj5S 
3* L fc»£\ IB 1 © Jg*CDJ^«"CBiK L tc J: 5 tc A P 2 10 
tc«ff3ftTl*&gtt*rtBMACT F UXt— :/;Kc*t 
It, fffcCcBSEOfeMACT FU^*M*fa»Urfc 
> *3IJficD^©i§^c ABIE 
^&or$itt*sfiiifca{)MAC7 F u^(Z)M»ii 

[0 0 7 6] 7V^->3>^i^7tntf, ST 
A 1 E^AP2§ILtI^(D I PA^r > Rcj;£il{f * 
tffe 5 ( S 2 1 ) . 

[0 0 7 7 ] (*5 ©3Hfc©*») »4©**(DJB»K: 
te^^^-^^^-rABE^tDJS^tc, 7V^- 20 

[0 0 7 8 ] *f6e8©H5©SI*fe(3DJI5Jllrtt, 7V>x 
[0 0 7 9 ] -eur, 04iCtel>T, **o*aiiBiE 

22), sfl3ta«BiE**T?aasi , r*. cos*, m 30 

ACTFU^*tt-5^iET*-i2X3&s*ofciLTfe, -fe 
[0 0 8 0 ] 
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(54) AUTHENTICATING METHOD IN RADIO LAN SYSTEM AND AUTHENTICATION DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide structure, capable of 
safely performing authentication by connecting many subscriber 
stations (STA) with an access point(AP) for an encipher 
authenticating method and an authentication device of a radio LAN 
system in compliance with IEEE 802.11. 

SOLUTION: An authentication request is transmitted from many 
STAs 1, consisting of a data terminal 10 and a radio LAN card 20, 
to the AP 2 (S1). A MAC address is transmitted to an 
authentication server (RADIUS) 3 by a protocol of the 
authentication server 3 (S8) by the AP 2. The authentication 
server 3 transmits a challenge text to the AP 2 (S10), after 
executing authentication of the MAC address (S9). Encipher 
authentication is performed with the STAs 1 (S2) to (S6) according 
to a processing of WEP algorithm determined by the IEEE 802.1 1 
by the AP 2. 
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